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Tenable for Mobilelron UEM
Reduce Cyber Risk with Mobile Device Management
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Security teams are constantly challenged with the ability to monitor their
changing fleet of mobile devices and associated vulnerabilities for the

organization. Without integrating the Tenable plugin with Mobilelron Unified TeC h Nno logy
Endpoint Manager (UEM), scanning and gaining additional vulnerability data
becomes increasingly complex and if devices are unaccounted for or fail to CO m p O n e ntS
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Solution

The Tenable® plugin for Mobilelron UEM provides a way for security teams
to understand the cyber exposure of their mobile devices being managed
by Mobilelron. Tenable collects mobile device hardware and software
information by importing asset lists and asset data from Mobilelron UEM
and runs its plugins against the collected data to determine vulnerabilities.
Comprehensive reports are then generated for security teams to better
understand their Cyber Exposure and risk and help ensure compliance
across their mobile environment.

Value

The Tenable plugin for Mobilelron UEM provides the ability to:

Gather all known information for your organizations iOS and
Android devices

Receive vulnerability information for your organizations mobile devices

Report on vulnerability findings within Tenable for your organizations
mobile devices

Run policy audits for i0S and Android Devices



http://www.tenable.com
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How It Works

ABOUT TENABLE

Tenable®, Inc. is the Cyber

Exposure company. Over 30,000
organizations around the globe 2. Nessus® connects to Mobilelron UEM and gathers all known

rely on Tenable to understand and information about Android and i0S devices

-

. Tenable launches Mobile Device Management Scan process.

reduce cyber risk. As the creator
of Nessus®, Tenable extended
its expertise in vulnerabilities to
deliver the world's first platform to 4, Findings are returned to and reported within Tenable.
see and secure any digital asset on
any computing platform. Tenable
customers include more than 50
percent of the Fortune 500, more
than 30 percent of the Global 2000
and large government agencies.
Learn more at www.tenable.com.

3. Nessus® uses the data collected from Mobilelron UEM to
discover vulnerabilities.
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ABOUT MOBILEIRON

Since 2007, Mobilelron has been
the leader in mobile enterprise
security. Mobilelron is software

that companies use to secure
and manage business apps, 1
documents, and other business More | nformatlon

content on mobile phones and ) )
Tenable Installation Links:

https://www.tenable.com/products/tenable-io
https://www.tenable.com/products/tenable-sc

tablets. Mobilelron software
includes an administration console
for the IT department and an app
that employees download onto
their devices from the app store
or Google Play. IT uses the
Mobilelron console to set
security and management rules.
The Mobilelron app provides the
IT department with information
about the device and its security
state. This includes things like
carrier, country, device make

and model, operating system
(0S) version, phone number,

and corporate email.

Learn more at Mobileiron.com

Configuration Documentation:
docs.tenable.com

For support please contact: support@tenable.com

COPYRIGHT 2020 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK
SECURITY, NESSUS, SECURITYCENTER, SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION
ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT, LUMIN, INDEGY,
ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER
PRODUCTS OR SERVICES ARE TRADEMARKS OF THEIR RESPECTIVE OWNERS.

Solution Overview / Mobilelron / 2


https://www.tenable.com/products/tenable-io?utm_campaign=00019203&utm_medium=SO&utm_content=demo-trial-tio&utm_source=MobileIron
https://www.tenable.com/products/tenable-sc?utm_campaign=00019203&utm_medium=SO&utm_content=demo-trial-tsc&utm_source=MobileIron
https://docs.tenable.com/tenableio/vulnerabilitymanagement/Content/Scans/Mobile.htm
mailto:support%40tenable.com?subject=
http://www.tenable.com
http://Mobileiron.com

